Solana ameliorations the audit conversation due to the fact that velocity changes failure modes. On a slower
chain, inefficient common sense is normally just steeply-priced. On Solana, inefficient logic can change into
unavailable logic, brittle transaction flows, or money owed that behave efficaciously in isolation but fail
below life like network tension. Teams that come from an Ethereum history regularly convey over instincts
from an ethereum shrewdpermanent agreement audit or a solidity defense audit and then identify, pretty
much late, that Solana demands a specific danger type, a completely different trying out posture, and a one

of a kind method of analyzing kingdom transitions.

That big difference concerns for any crew constructing a severe dApp. A lending marketplace, liquid staking
protocol, derivatives venue, video game economic climate, NFT primitive, or payment rail on Solana lives
internal a parallel execution adaptation, account-situated nation get entry to pattern, and strict compute
budgeting ambiance. A suited solana wise settlement audit shouldn't be only a code assessment with Rust
syntax. It is a full exam of the way the program handles account possession, signer assumptions, CPI habit,
PDA derivation, rent and reallocation, arithmetic safeguard, authority administration, improve chance, and

transaction composition lower than load.

Folge #1

Grundlagen der IT-Sicherheit

WAS IST IT-SICHERHEIT EIGENTLICH?

The quickest teams almost always gain knowledge of the identical lesson. Smart agreement defense on
Solana isn't gained via one refreshing audit on the quit of construction. It comes from early design
evaluation, disciplined implementation, simple hostile testing, and submit-deployment smart settlement

monitoring. The list underneath reflects that fact.

Why Solana audits really feel unique from EVM audits

A lot of audit requests come from teams which have already worked with a blockchain audit enterprise on
EVM approaches. They are used to known subject matters equivalent to reentrancy, unchecked outside
calls, oracle manipulation, and upgrade proxy mistakes. Those topics nonetheless subject in web3

safeguard broadly, however Solana provides its possess classification of issues.

Programs on Solana do not grasp mutable garage the method EVM contracts do. They perform on accounts
handed into each and every coaching. That presents developers performance and adaptableness, but it
additionally creates a dense surface for account confusion. If a application assumes a given account is the

appropriate vault, authority, config, or user role with out validating possession, seeds, bump, mutability, and



semantic role, attackers can basically alternative lookalike accounts that satisfy classification checks yet

damage financial assumptions.

Parallelism introduces yet one more layer. A dApp can behave completely in glad-direction unit exams and
nonetheless fail in production on the grounds that account locks, compute budget constraints, or
transaction size limits intent denial of provider in stay workflows. This is wherein shrewdpermanent
agreement auditing intersects with operational engineering. The audit needs to overview no longer purely
regardless of whether good judgment is reliable, however whether the program can in fact execute

competently within simple user flows.

One of the biggest gaps | see in early-stage teams is overconfidence in framework ensures. Anchor allows a
great deallots. It standardizes patterns that shrink noticeable blunders. But a framework does now not
replace a shrewd contract auditor. Many of the worst matters come from business common sense, authority

design, lacking invariant tests, hazardous CPIs, or assumptions that exist above the framework degree.

The core record auditors use on Solana

When teams ask what a pragmatic dapp defense audit have to cowl, | broadly speaking body it around a
handful of categories. These should not the basically ones, yet if an audit misses any of them, it really is

incomplete.

e account validation and ownership checks

e authority, signer, and improve manage design

e mathematics, precision, and country invariant safety

e CPI habits, dependency menace, and transaction composition

¢ liveness lower than compute, account locking, and failure conditions

Those categories sound large, so that they want to be unpacked with judgment.

Start with accounts, when you consider that most Solana mess ups
soar there

The first severe go in any solana sensible agreement audit is set account dealing with. That approach
checking even if every education validates each and every account against what the business common

sense expects, no longer merely what the kind method lets in.

A vault account must always now not in simple terms be a token account. It must always be the precise
token account, owned by means of the perfect authority, protecting an appropriate mint, with the right
linkage to protocol country. A person position account should now not purely deserialize. It should always
correspond to the signer, market, and seeds estimated with the aid of that education. Program derived
addresses need to be recomputed and validated at all times. If seed subject material modifications across

instructional materials or bumps are treated loosely, privilege barriers blur instantly.

This sounds hassle-free, but it can be in which many precise exploits initiate. A regular development is
account substitution, the place an attacker passes a valid but unintentional account into an coaching. The
program proceeds as it tests structure rather then that means. In financial protocols, that will bring about
redirected collateral, fake reserve references, accounting go with the flow, or authority confusion. In

governance procedures, it will possibly enable idea or treasury actions against the wrong kingdom objects.



In video games and shopper dApps, it will possibly corrupt development logic or permit customers declare
from swimming pools they do now not belong to.

Auditors additionally seem intently at account initialization and reallocation. Reinitialization bugs stay a crisis
while the lifecycle of an account is absolutely not genuinely limited. If a closed or in part reset account is
usually revived with stale authority assumptions, the protocol might also inherit state it in no way supposed
to consider. Reallocation merits equal caution, relatively while resizing data platforms or introducing new
fields at some stage in upgrades. The protection question is not simply regardless of whether the account
grows in fact, yet whether or not historical info could be misinterpret, overwritten, or reused in approaches

that violate invariants.

Authority design makes a decision whether the protocol is governable
or fragile

On Solana, a good number of vital possibility sits in who can signal what, who can invoke what, and which
powers continue to be after deployment. This is one of the crucial such a lot underestimated parts in good
settlement audits as a result of teams mostly attention on exploit resistance while underestimating
governance and operator risk.

A able blockchain safeguard audit will map each and every privileged action within the protocol. That
contains minting, pausing, check ameliorations, treasury withdrawals, oracle updates, market creation,
liguidation controls, parameter tuning, and program improvements. Then it asks uncomfortable questions.
Can one key do an excessive amount of? Can a supposedly confined authority circuitously achieve a
superior movement by way of CPIl or parameter abuse? Are emergency controls bounded, or can they
permanently freeze user funds? Are there dead-guy paths if a multisig loses quorum or an upgrade authority

is renounced incorrectly?

For groups handling meaningful TVL, here's where blockchain defense capabilities will have to overlap with
crypto exchange safeguard behavior. Separation of tasks subjects. Timelocks count number in which viable.
Multisig operational area things. So does dry-walking emergency response. Some of the maximum
hazardous losses in web3 safety have not come from smart byte-degree exploits. They got here from leaked
operator keys, overly large admin processes, or improve paths that made belif assumptions lots bigger than
customers realized.

Upgradeability requires one-of-a-kind scrutiny. If a protocol is upgradeable, the audit have to verify no
longer solely the contemporary code but additionally the social and operational safety of the improve path. A
shrewdpermanent contract audit document that says code is shield although ignoring a single-key upgrade
authority isn't very telling the full story. Users care no matter if the code is additionally transformed the next

day to come, by using whom, and underneath what constraints.

Arithmetic and invariants are where fiscal exploits hide

Solana systems are probably instant adequate to beef up frustrating marketplace mechanics, and
complexity invites arithmetic probability. Rust allows circumvent a few traditional memory pitfalls, but it does
not save you damaged economics. Smart settlement defense depends on proving that balances, bills,

rewards, and stocks continue to be coherent across all states, exceedingly facet states.

Rounding is one recurring source of worry. Small rounding asymmetries may possibly appearance innocuous
for the duration of review, then come to be exploitable whilst repeated at scale. A praise distribution



formulation that favors one direction of truncation can leak fee slowly. A percentage minting method that
rounds too generously on deposit yet too conservatively on withdrawal can permit difficult actors arbitrage
the distinction. In cut down-quantity merchandise this might continue to be overlooked. In a victorious dApp,

it compounds right into a precise drain.

Overflow and underflow are much less glamorous than they was once, yet auditors nonetheless assess each
arithmetic trail, noticeably the place casting occurs among integer sizes or in which signed and unsigned
values have interaction. Precision selection additionally matters. Protocols that blend token amounts,
passion indices, and charge values across exceptional decimal assumptions incessantly skip frequent exams

at the same time failing beneath intense magnitudes.

More substantial than the personal operations are the manner invariants. Does general debt regularly fit
person debt plus protocol reserves inside of a suitable rounding tolerance? Can rewards ever exceed funded
balances? Can collateralization fall due to a niche at some point of partial liquidations? Can two guidelines
also known as in series create a nation that neither training would let on its very own? Good intelligent
agreement auditing on Solana spends really extensive time right here, considering that many losses don't
seem to be coding error inside the ordinary feel. They are business logic inconsistencies an attacker can
compose into benefit.

Cross-application invocations develop the attack surface

Solana's composability is robust, however each CPI can also be a have confidence boundary. The moment a
program is based on any other program for token motion, oracle data, staking actions, governance calls, or

market settlement, the audit need to widen to comprise habits backyard the rapid codebase.

This does no longer imply each and every dependency is harmful. It approach each and every dependency
alterations assumptions. If a protocol plays a CPI into an outside software after which continues execution
assuming the realm is unchanged aside from for the meant end result, auditors need to investigate that
assumption. Was the precise program ID checked? Are all envisioned money owed restrained tightly? Can
the invoked software mutate bills in methods the caller did now not await? Could a forked or malicious

replacement program be surpassed in situation of a trusted dependency if ID exams are weak or absent?

This is one vicinity the place groups in many instances confuse a dapp audit with a slim code experiment. A
truly dapp audit friends need to assessment architectural dependency chance, now not only nearby syntax
security. If the application depends on token courses, NFT metadata requirements, oracle feeds, AMM
integrations, or bridge interfaces, these interactions desire particular hazard modeling. Otherwise the audit

provides fake convenience.

The comparable goes for entrance-give up and transaction assembly common sense. Many production
worries are not buried inside the Rust code in any respect. They take place while the buyer constructs
guidelines inside the incorrect order, omits a critical account, or creates transactions which can be valid in
idea but too colossal or too compute-heavy in exercise. This is the place blockchain pen checking out,
blockchain pentesting, or web3 penetration testing can upload importance past a classic supply review.
Adversarial testing in opposition t the entire stack in general shows integration flaws that static review by

myself will pass over.

Performance is a security property on Solana

On some chains, functionality is really a user feel hindrance. On Solana, it sybil attack blockchain is often a

protection trouble. If indispensable movements fail unpredictably under network load, if liquidations turned
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into too compute-luxurious at some stage in rigidity, or if emergency purposes require impractical

transaction sizes, customers are exposed even without an immediate exploit.

A careful audit examines compute consumption for worst-case paths, now not simplest basic flows.
Suppose a lending protocol shall we customers carry many collateral positions and plenty debt positions. If
liguidation or overall healthiness recomputation scales poorly with account depend, the protocol can emerge
as inconceivable to defend all over industry volatility. The code is perhaps mathematically ideal and

nevertheless insecure given that liveness breaks exactly while it truly is necessary so much.

Account rivalry creates equivalent troubles. If too many consumer moves require locking the similar
scorching bills, throughput can cave in all through active intervals. That would possibly not permit an
attacker scouse borrow money right away, however it could possibly produce denial of carrier styles or make
griefing more cost effective than teams expect. In some designs, a malicious or in reality opportunistic actor
can retailer kingdom in a congested configuration that blocks worthwhile liquidations or stalls praise

updates.

This is one motive a mature blockchain audit business enterprise will ordinarilly pair source assessment with
execution profiling, fuzzing, and tension-orientated situation checking out. For Solana, safeguard and

performance are not able to be separated cleanly.

Testing intensity concerns extra than audit branding

Teams routinely ask even if they desire one audit or two, no matter if to rent a extensive blockchain audit
corporation or a really good dapp audit organization, and whether or not a sought after name routinely

capability a superior influence. Reputation subjects, however trying out depth things extra.

The most powerful engagements mainly mix quite a few tips. Manual evaluate catches architectural error
and sophisticated commercial enterprise logic trouble. Property-based checks reveal invariant go with the
flow. Fuzzing explores weird nation mixtures human reviewers would possibly not assume to check out.
Integration assessments demonstrate client and CPI failures. Blockchain penetration checking out or web3
penetration trying out adds the hostile approach that product teams more commonly lack internally.

A vulnerable audit can still produce a polished good settlement audit file. A robust audit leaves a trail of
rough questions, failed test instances, rewritten authority guidelines, and invariant documentation that the
staff can guard after release. When comparing blockchain audit groups, ask what they sincerely do. Do they
look at improve authority setup? Do they edition malicious accounts? Do they overview transaction
composition and compute constraints? Do they revisit fixes and be certain the patch does now not create a
new hindrance? Those answers matter more than logos.

Red flags that deserve rapid attention

Some findings are critical sufficient that | advocate groups to discontinue function work and fasten them

prior to persevering with.

e any education that trusts caller-furnished debts with out strict semantic validation

privileged activities controlled with the aid of a single sizzling pockets or loosely managed signer

external program interactions with out express application ID and account position checks

financial formulas that experience no longer been confirmed against intense values and repeated cycles

middle preservation moves that fail below life like compute or account-lock conditions



Each of these can turn a promising launch right into a postmortem. They are also the forms of themes that

generally tend to live on superficial evaluation given that the code "appears to be like nice” at a glance.

Audit readiness starts off sooner than the auditor arrives

The most inexpensive computer virus to restoration is the single discovered formerly the codebase ossifies.
Teams that get the such a lot magnitude from sensible contract auditors do not treat the audit as
outsourced duty. They arrange.

That capability documenting invariants in undeniable language. It capacity writing down which accounts are
estimated for every one education and why. It approach explaining authority flows, upgrade assumptions,
dependency confidence, and fail-safe behavior. It also manner development tests that reflect genuine
utilization, not simply joyful paths. If your protocol will guide batch place updates, delegated movements,
migrations, or emergency shutdowns, those scenarios need to exist in assessments in the past the audit
starts off.

From expertise, the most advantageous audit buyers also outline what “steady satisfactory to launch”
manner for them. A hackathon venture and a protocol predicted to continue tens of thousands of dollars do
not need the equal process. But both desire honesty about chance tolerance. If the protocol will cope with
user deposits, direction swaps, retain treasury sources, or integrate with exchanges, expectancies ought to

circulate toward the subject obvious in crypto exchange defense reviews rather then lightweight app QA.

After the file, protection work will not be finished

A wise contract audit document is a milestone, no longer a seal. Code variations, market prerequisites,
validator behavior, wallet patterns, and dependency updates all introduce new hazard after deployment.
That is why mature groups pair a pre-release smart contracts audit with publish-launch wise agreement

monitoring and normal reassessment.

Monitoring on Solana deserve to concentration on anomalies that remember to the protocol's certainly
mechanics. Sudden authority variations, sudden CPl goals, bizarre vault outflows, repeated failed
preservation transactions, or strange account production styles are in general greater advantageous signs
than commonly used alerting. If the protocol is upgradeable, each upgrade have to set off scoped overview.
If the protocol adds new markets or aspects, the unique menace model should be revisited other than

assumed to increase mechanically.

This can be wherein groups that already safeguard EVM strategies advantage from self-discipline
discovered in an ethereum audit or ethereum intelligent settlement audit cycle. The instruments and insects
differ, however the behavior of re-auditing significant transformations is still sound. On Solana, quickly new
release is familiar. Security evaluate has to avert tempo with that pace in place of being taken care of as a
one-time gate.

Choosing the perfect audit spouse for a Solana build

A workforce seeking a dapp audit friends or dapp audit enterprise for Solana should seem to be prior usual
web3 safety marketing. Ask for examples of authentic Solana paintings. Ask how they evaluate PDA
derivation, Anchor constraints, CPl assumptions, account reallocation, and compute-delicate flows. Ask
whether or not they strengthen hostile check progression, now not handiest quandary enumeration. Ask how
they classify financial danger as opposed to code risk. Ask whether they could speak simply with your



engineers, due to the fact the superior fixes broadly speaking emerge from collaboration, no longer one-

approach observation.

There is also importance in combining specialties. Some blockchain audit establishments are fabulous at
formal code evaluation but lighter on life like assault simulation. Others excel in blockchain safeguard
amenities resembling infrastructure evaluate, key control evaluation, or blockchain penetration testing
around entrance ends, wallets, APIs, and backend transaction relays. For a extreme release, especially one

related to a purchaser software or alternate-like performance, those broader layers count.

The word "audit sensible contracts” sounds slim, but riskless deployment is in no way merely about the
contracts. It is set the gadget that feeds them, improvements them, invokes them, and responds when a

thing is going mistaken.

What a amazing Solana protection posture seems like

The healthiest Solana teams | even have worked with share several features. They recognize which
invariants outline protocol safe practices. They constrain each account with rationale, not habit. They
preserve privileged activities sparse and operationally hardened. They examine gruesome eventualities, no
longer most effective a hit ones. They have an understanding of that blockchain protection is a part

engineering, aspect governance, aspect operations.

That mindset subjects extra than any unmarried list. Still, a listing enables groups preclude obvious blind
spots, noticeably less than release power. If your software handles user sources, routes worth, or supports
difficult kingdom transitions, a extreme solana shrewdpermanent contract audit isn't very not obligatory.
Neither is the broader subject around dapp safety audit paintings, shrewdpermanent agreement tracking,

and periodic reassessment.

Solana rewards formidable builders. It additionally punishes careless assumptions swiftly. The teams that
remaining are frequently no longer the ones that moved quickest on day one. They are the ones that handled

top overall performance as a explanation why to be greater rigorous, not much less.
Find Smart Contract Security Auditors, Reports and Tools

A smart contract audit is a scoped review of a specific code version. Reviewers examine access control and
state or accounting logic. They also assess external calls and integrations as well as upgrade paths and
chain-specific assumptions. A useful report identifies the reviewed scope and commit. It records each
finding with its severity and affected code. The report also states the remediation status. See the smart

contract audit reports collected by DSA.



