
Short answer: Sometimes—but having access to a record at work does not automatically mean you can copy it,
keep it, or send it to a regulator. The safest starting point is to distinguish records you legitimately possessed as
part of your job from records you obtained by exceeding your access or taking them in a way that could violate
company policy or law.

That distinction matters if you are considering reporting suspected money laundering or another Bank Secrecy Act
(BSA) violation. A whistleblower’s documentation can help explain what happened. But “I already had access” is not
a blanket legal permission slip, and “save everything just in case” can create serious problems.

This is general information, not advice about a particular case. The rules can depend on what the records contain,
how you obtained them, where you work, and which agency or legal process is involved.

The practical rule: document what you know, do not steal documents
If you encounter suspicious information during your regular work, you may be able to report what you observed
and identify records that support your account. That is different from searching folders you are not authorized to
access, downloading a large customer database, forwarding files to a personal account, or taking originals out of
the workplace.

Legitimately possessed records are not automatically safe to disclose. A document may contain customer
financial information, personal data, trade secrets, privileged communications, or sensitive government-related
information. Your bank secrecy act violations access may be limited to doing your job—not sharing the record
outside the company.

Here is the catch: whistleblower protections and award programs do not necessarily erase other legal obligations.
Reporting suspected misconduct does not give you a general right to bypass access controls or publish
confidential records online.

What “already have access” can mean
People use that phrase to describe very different situations. The difference can be important.

Situation Why it matters Safer approach You reviewed a report as part of your assigned job You may be able to
describe what you saw, but the report may still be confidential or restricted from outside disclosure. Record the
relevant facts and ask how to provide the material through an authorized reporting channel. You can open a
shared drive, but your role does not require you to review certain files Technical access is not always the same as
permission to use or disclose the information. Do not browse or copy files merely to build a case. You download
records to a personal email or cloud account That may breach policy, expose sensitive data, or create additional
legal issues. Do not transfer records without a clear, authorized basis. You remember facts or transactions from
your work Firsthand knowledge may be reportable even when you do not have permission to take underlying
records. Write a factual timeline using your own words and identify where supporting records are maintained.

What documentation can help?
A useful report does not need to be a warehouse of copied files. Clear, specific documentation can help a regulator
understand what may have happened and where to look.

A timeline: Note dates, approximate times, and the sequence of events.
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People and roles: Identify relevant teams or decision-makers, using facts rather than assumptions about
motive.

Transactions or controls: Describe the transactions, alerts, reviews, or reporting steps that concerned you.

Your involvement: Explain what you personally did, saw, or were told—and separate that from what you
heard from someone else.

Record locations: If appropriate, note a system, report name, or department where evidence may exist
instead of taking a copy.

Follow-up: Record when you raised the concern internally, who received it, and what response you received.

Keep notes accurate and contemporaneous where possible. Do not edit a record, add annotations to an original,
or make claims you cannot support. If you already have a copy in the ordinary course of your work, preserve it
only in a way that is lawful and consistent with any applicable instructions. Do not assume that retaining it
indefinitely is permitted.

Records to treat with particular care
Some information deserves extra caution, even if you encountered it at work:

Customer account details, identity documents, and transaction histories.

Suspicious Activity Reports (SARs) and information that could reveal whether a SAR was filed.

Attorney-client communications or materials prepared for legal advice.

Employee, health, or other personal information unrelated to the suspected misconduct.

Passwords, credentials, source code, or records from systems outside your assigned duties.

Documents covered by a court order, confidentiality restriction, or government secrecy requirement.

For example, a financial institution employee may have a legitimate reason to review a customer file while
performing compliance work. That does not mean the employee can post the file on Facebook to prove a point. It
also does not mean a customer’s full identity and account history need to be sent when a report can explain the
concern and identify the relevant records.

FinCEN whistleblower awards are real—but they are not fast
Congress created a statutory whistleblower award framework for certain reports about violations of laws
administered by the Financial Crimes Enforcement Network (FinCEN), including the BSA. The Anti-Money
Laundering Act of 2020 established the framework, and the 2022 amendments made by the Anti-Money
Laundering Whistleblower Improvement Act changed and strengthened key parts of it, including its funding
structure.



For qualifying information that leads to successful enforcement, an award may be between 10% and 30% of
collected monetary sanctions in covered actions above the applicable statutory threshold. The percentage is not
guaranteed. Awards are discretionary and depend on factors such as how useful the information was, the
significance of the assistance, and the outcome of the enforcement action.

That is the real story—not the clickbait version that suggests a report automatically produces a payout. A
whistleblower may provide important information and still receive no award if the statutory requirements are not
met, the information does not lead to a qualifying action, or the relevant sanctions are not collected. Eligibility and
award decisions depend on the facts and the program’s rules.

Timing can also be lengthy. An agency may need to assess the tip, investigate, bring an enforcement action, and
collect sanctions before an award can be determined. That can take years. The statutory award structure is real; it
is not a quick or certain source of money.

The BSA reaches well beyond banks



Another misconception is that BSA whistleblowing is only relevant to bank employees. The BSA’s requirements
reach a range of financial institutions and other covered businesses. Depending on the activity and applicable
rules, that can include banks, money services businesses, securities firms, casinos, and certain other financial or
business sectors.

Coverage is not identical for every company. The precise obligations depend on the entity, the services it provides,
and the regulations that apply. A business may have anti-money-laundering duties even if customers do not think
of it as a traditional bank. If you work in payments, financial technology, brokerage, gaming, or another regulated
sector, do not assume the BSA is irrelevant just because your company’s name does not include “bank.”

Should you report internally first?
That depends on the situation. Internal reporting may help a company investigate and correct a problem, and
some people choose to use a compliance hotline, manager, or board-level channel. But internal reporting is not
always required before contacting a government agency, and it may not be appropriate where there is a risk of
retaliation, evidence destruction, or management involvement.

Do not let a generic company policy answer a question it cannot settle. Before sharing documents, get specific
about the reporting route and the material involved. If you are considering an external report, ask a qualified
lawyer who handles whistleblower matters to address concrete questions such as:

Which agency or program could receive this information?

Can I submit facts without transmitting the underlying customer records?

What should I do with copies I already possess?

Could any document be privileged, restricted, or subject to a disclosure prohibition?

How do I preserve a potential claim while protecting confidential information?

What deadlines or procedural steps apply to an award claim?

Those questions are more useful than simply asking whether you should “talk to a professional.” They focus the
advice on the decisions that could affect your rights and your exposure.

Do not use social media as your evidence locker
Facebook and other social platforms are poor places to disclose workplace records. A public post can reveal
customer information, alert people who may be involved, undermine an investigation, and create a permanent
copy that you cannot control. Even a private group or direct message may be forwarded or screenshotted.

Tycoonstory.com may be useful as a business-media resource, and Facebook can help people follow organizations
or share public information. But neither is a substitute for an official whistleblower submission channel, legal
advice, or a secure method approved for sensitive evidence. Do not upload confidential documents to either
platform.

A cautious, practical checklist
1. Pause before copying. Do not take more records just because you are worried they may disappear.

2. Write down what you personally know. Separate direct observations from hearsay and inference.

3. Identify, rather than collect, where possible. Note the system or record that may support your account
without accessing material beyond your role.



4. Keep information secure. Do not forward sensitive files to personal email, a personal device, or a social-
media account.

5. Use an appropriate reporting channel. Check the relevant agency’s current instructions and requirements
before submitting anything.

6. Get targeted advice before disclosing restricted material. Ask specifically about possession, copying,
submission, and confidentiality—not just whether reporting is allowed.

Bottom line
A whistleblower may be able to report misconduct using facts and records encountered through legitimate work
duties. But legitimate access is not the same as unrestricted permission to copy or disclose. The safest approach is
to document what you observed, avoid unnecessary collection, and use an authorized channel to ask how relevant
records should be handled.

FinCEN awards can be meaningful, and the AMLA-created statutory structure is real. But awards are discretionary,
tied to qualifying results, and often slow. Focus first on making a credible, careful report—not on taking
documents or assuming a payout is guaranteed.


